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Abstract

TheBSD/OSIPFW packeffiltering systems awell engineered]exible kernelframework for filtering (accepting,
rejecting,logging,or modifying) IP packetslPFW usesthewell understoodwidely availableBerkelsy PacketFilter
(BPF)systemasthebasisof its packetmatchingabilities,andextendsBPFin severalstraightforwardareas Sincethe
firstimplementatiorof IPFW, thesystermhasbeenenhancedeveraltimesto supportadditionalfunctions,suchasrate
filtering, networkaddresdranslation(NAT), andtraffic flow monitoring. This paperexaminesthe motivationbehind
IPFW andthe designof the system. Comparisonavith somecontemporarypacketfiltering systemsare provided.
Potentialfutureenhancement®r the IPFW systemarediscussed.

1 PacketFiltering: An Overview

Packetffiltering andpacketcapturehave alonghistory
on computersgunning UNIX and UNIX-like operating
systems. Someof the earliestwork on packetcapture
on UNIX wasthe CMU/StanfordPacketFilter [CSPF].
Otherearlyworkin thisareais theSunNIT [NIT] device
interface. A more modern,completelyprogrammable
interfacefor packetcapture the Berkeley PacketFilter
(BPF), was describedby Steve McCanneand Van Ja-
cobson[BPH. BPF allows network traffic to be cap-
tured at a network interface,andthe packetsclassified
and matchedvia a machineindependenassemblypro-
gramthatis interpretednsidethekernel.

1.1 BPF: An Overview

BPFis extremelyflexible, machineindependentea-
sonablyhigh speed well understoodandwidely avail-
ableon UNIX operatingsystemsBPFis aninterpreted,
portablemachindanguagelesignedgroundaRISC-like
LOAD/STORE instruction set architecturethat can be
efficiently implementecbn moderncomputers.

BPFonly tapsnetworktraffic in thenetworkinterface
driver. Oneimportantfeatureof BPFis thatonly pack-
etsthatarematchedby the BPFprogramarecopiedinto
a new buffer for copyinginto userspace. No copy of
the packetdataneedsto be madejust to run the BPF
program. BPF also allows the programto only copy
enoughof a packetto satisfyits needswithout wasting
time copyingunneedediata. For example,134 bytesis
sufficient to capturethe completeEthernet|P, andTCP
headersso a programinterestedonly in TCP statistics

might chooseo copyonly this data.

A packetmustbe parsedo determingf it matchesa
givensetof criteria. Thereare multiple waysof doing
this parsing,but a greatdeal of it amountsto looking
at a combinationof bits at eachnetwork layer, before
the examinationof the next layer of the packet. There
aremultiple datastructuresdesignedor efficient repre-
sentatiorof theparsingrulesneededo classifypackets.
BPFusesacontrolflow graph(CFG)to representhecri-
teriausedto parsea packet. The CFGis translatednto
aBPFmachindanguagerogramthatefficiently prunes
pathsof the CFGthatdonotneedto be examinedduring
the parsingof a packet.

Ultimately, a standardBPF programdecidesvhether
a packetis matchedby the program. If a packetis
matchedby the program,the programcopiesthe spec-
ified amountof datainto a buffer, for returnto the user
program. Whetheror not the packetwas matchedthe
packetcontinueson its normal path oncethe BPF pro-
gramfinishesparsingthe packet.

BPF also hasa limited facility for sendingpackets
out network interfaces. BPF programsusing this fa-
cility mustbind directly to a particular network inter-
face,which requiresthatthe programknow whatinter-
facesexist onthe computer This allowsfor sendingary
type of networkpacketdirectly out aninterface,with-
outregardto the kernel’s routingtable. Thisis how the
rar pd and dhcpd daemonswork on mary types of
UNIX computers.

BPF, asoriginally describeddoesnot have a facil-



ity for rejectingpacketsthat have beenreceved. BPFK

althoughdescribedas a filter, canmatchpackets copy
theminto othermemory andsendpacketshut it cannot
dropor rejectthem.

2 Motivation

Theneedfor a powerful andflexible packetmatching
andfiltering languagenadbeenevidentfor along time.
Thebasicideasfor the BSD/OSIPFW systemwerethe
resultof severalyearsof thoughtaboutwhatfeaturesand
functionsa packeffiltering systenmustprovide. Having
highly flexible packetffiltering for anendsystemwould
be mandatoryandthat samefiltering systemshouldbe
applicablefor filtering traffic thatwasbeingforwarded
througha computer

The immediateneedfor a flexible packetfiltering
framevork camefrom a desireto run an IRC client in
arigidly controlledervironment.This ervironmentcon-
sistedof adaemorthatcouldberunin achrootd direc-
tory structure aswell asahighly restrictive setof packet
filters. Thesefilters could not just prevent unwanted
inbound packets,but perhapsmore importantly could
alsodiscardunwantedoutboundpackets. The BSD/OS
IPFW systemwasthusoriginally intendedto filter both
theinboundandoutboundraffic for a particularhost.

Many of the most popularcontemporarypacketfil-
tering systemsof the initial design era (circa 1995)
wereincapableof filtering packetsdestinedfor the lo-
cal computeror originating from the local computer
The availablefiltering systemsconcentratean filtering
traffic that was beingforwardedthroughthe computer
Other major problemswith the existing packetfilter-
ing systemawerethe inability to do significantstateful
packetforwarding and unacceptablyow performance
[screendl screend doeskeeptrack of IP fragments,
whichis alimited form of statefulpacketfiltering.

Furthermotivationfor a flexible packetffiltering sys-
temwasthe lack of ary other standardpacketfiltering
in the stock BSD/OS systemof that era. Therewas
customerdemandor a bundledpackeffiltering system,
which was not fully met by the otherwidely available
packetfiltering systemdipfilter]. scr eend, the most
widely available contemporarypacketfiltering system,
provided mary goodlessonsn packeffiltering technol-
ogy. The BSD/OSIPFW systemwasdesignedwith the
lessondearnedfrom scr eend in mind.

A considerationfor the implementationof a new,
flexible packetfiltering framavork was the realization
that as the Internetgrew, the numberof attacksfrom
otherlocationson the Internetwould also grow. Hav-
ing a powerful matchinglanguagetied to the filtering

capabilitieswould allow for a singleBSD/OScomputer
actingasarouterto protectary othercomputersehind
thefilter.

3 Needfor Flexibility

An early designdecisionfor IPFW wasthatthe sys-
tem shouldpresentasflexible a matchingand filtering
framevork aspossible. As few filtering rules as possi-
ble shouldbedirectly embeddedn thekernel. As much
aspossible filtering configurationandpolicy shouldbe
installedinto thekernelatruntime,ratherthancompiled
into the system. This decisionhasreapedmary bene-
fits during the lifetime of this system. Becausd PFW
is extremelyflexible, it hasbeenappliedto mary prob-
lemsthatwerenot in mind at the time it wasdesigned.
To borrow RobertScheiflers quoteaboutthe X Window
SystemProtocol,IPFW is “intendedto provide mecha-
nism,not policy.” [RFC1013

4 Other PacketFilters

As wasnhotedearlief therewereseveral otherpacket
filtering technologiesvhen IPFW wasfirst envisioned.
In theyearssince,otherfiltering technologiediave been
developed,somespecificto a particularoperatingsys-
tem and othersavailable on a variety of platforms. A
comparatie analysiswith theseother packetffilters al-
lows oneto morefully appreciat¢heflexibility of IPFW,

Oneof themostimportantdifferencedetweerPFW
andtheseotherfiltering systemss that IPFW actually
downloadscompleteprogramsto be evaluatedagainst
the packets. The other filtering systemsare all rules-
based.By evaluatingan arbitrary program,an entirely
nev methodologyof packetfiltering can be installed
without rebootingthe system.In a rulesbasedsystem,
ary new type of rulesrequirescodechangedo the fil-
tering systemaswell asa rebootto makeit active. Dy-
namicloadablekernelmodulescanapproximatehepro-
gram download facility as modulescould be replaced
with new filtering rule capabilitieswithout requiring a
systemreboot.

4.1 DarrenReedsipfilter

Theipfilter packagéds availableon mary versionsof
mary UNIX-like operatingsystems,from BSD/OSto
older systemssuchasIRIX to small-footprintsystems
like QNX to frequentlyupdatedsystemdike FreeBSD.
It supportspacketfiltering, provides a Network Ad-
dressTranslation(NAT) implementation,and can per
form statefulpacketfiltering via aninternal statetable.
Like the otherexaminedpacketffilters, ipfilter is arules
basedsystem.It canlog packetcontentgto the pseudo-
device “ipl.” [ipfilter] [ipfilterhowto]



4.2 FreeBSDs ipfir ewall System

FreeBSDprovidesa packeffiltering interface known
asipfirewall. This systemis oftenreferredto asi pf w,
which is the nameof the managementommand. This
is a rules basedpacketfiltering mechanismwhich is
manipulatedinternally by socketoptions. Thereis an
additionalkerneloption (I PDI VERT) to addkerneldi-
vert socketswhich caninterceptall traffic destinedfor
aparticularport, regardlesof thedestinationP address
insidethe packet. The divert socketcanintercepteither
incomingor outgoingpacketsincomingpacketsanbe
divertedafter receptionon an interfaceor beforenext-
hoprouting. [FreeBSD]

4.3 Linux 2.2:ipchains

The Linux ipchainsimplementationprovides three
different services: packetfiltering, NAT (called mas-
guerading),and transparenproxying. The packetfil-
teringcapabilitiesarebasedn having “chains” of rules,
whichareloadedatthreedifferentfiltering locations:in-
put, forwardandoutput. Each“chain” locationcanhave
multiple rules appendedijnsertedor deletedfrom that
location. The rulesarerelatively simple andallow for
chainingto anothemamedrule if a particularcriteriais
matched Arbitrary datainspectionof packetds not per
mitted. [ipchains]

4.4 Linux 2.4:iptables

The Linux iptablesimplementation(sometimesre-
ferredto as“netfilter”) is a completerewrite andexten-
sionof theipchainsfiltering system.Substantiatleanup
and fixing of multiple idiosyncrasiesn handling how
packetsdestinedfor the local computerare processed
have beenmade.Supporfor statefulpackeffiltering has
alsobeenaddedto the system.The commandine syn-
tax for specifyingpacketheadergor eachrule hasbeen
changedsincethe ipchainsrelease.A QUEUE disposi-
tion for a packethasbeenadded,which specifiesthat
the packetwill betransferredo a userprocesdor addi-
tional processingusingan experimentalkernelmodule,
i p_queue. [iptableg

4.5 OpenBSDs “pf” System

OpenBSD3.0 includes pf, a packetfilter pseudo-
device. As a rules-basedilter, usersare restrictedto
the available set of rules included with pf. Manipu-
lation of the pf pseudo-deice is managedhroughthe
pf ctl command. Internally the systemis controlled
by i oct| callsto the pf device. Rulescanbe applied
on anin or out basis,and canbe tied to a specificin-
terfaceaswell. As avery new packetfiltering mecha-
nism (it waswritten from scratch startingin June2001)

it doesnot have an establishedrack record,andis still
undegoingchange[OpenBSO

4.6 TIS Firewall Toolkit

TheTIS Firewall Toolkit (fwtk) andotherproxy fire-
walls not only examine the sourceand destinationof
packetshut alsothe protocolbeingsent. New applica-
tion proxiesthatunderstandhe protocolmustbewritten
for eachnew type of service.While this approactdoes
allow for additionallevels of securityasthe proxy can
watchfor attackmethodghatexploit a particularproto-
col, it requiresamuchdeepenunderstandingf eachnen
protocolbeforefiltering thattype of traffic. [fwtk]

5 DesignElements

Severalelement®f theoveralldesignandimplemen-
tation of the BSD/OS IPFW systemare worth a de-
tailedexamination.Someof the moreinterestingdesign
choicesarediscussedbelon.

5.1 BPF PacketMatching Technology

Becausef themary fine matchingpropertieof BPF
systemasnotedin Sectionl, it wasselectedasthecore
technologyfor packetmatchingandclassificatiorin the
BSD/OSIPFW system.

5.2 DownloadFilter Programsinto Kernel

The conceptof downloadingfilters into the kernel
was not a novel idea. The IPFW authorwas familiar
with a few obscurepacketfilter technologieghat had
thefilter codeddirectly into the networkstack? While
highly inflexible in operation this type of filter system
did makean attackerwork harderwhen attemptingto
sulvert or weakenan installedfilter. The mamginal se-
curity benefitof a filter compiledinto the kernelwas
dwarfedby thenumerousadvantage®f a downloadable
packetfilter. Early versionsof IPFW had the ability
to both passwordbrotectfilters aswell asmakedown-
loadedfilters immutable. Both of thesefeatureswere
eventually droppedas the additional security provided
only cameinto effect once the computerrunning the
filter was compromised. Oncethe computerhasbeen
compromisedo that extent, the addedsecuritywasnot
consideredo bevaluableenoughto warrantthe costsof
maintainingtheimplementation.

5.3 IPFW Kernel Socket

Prudentreuseof kernelfacilities is alwaysa goal
whendesigninga new subsystenfor the UNIX kernel.
The BSD/OSIPFW systemneededa methodfor trans-
mitting dataaboutpacketsandfilter programsfrom the



kernelto programsunningin userspaceln someother
historic packetfilters, this would have beendone via

thei oct| systemcall, which requiressomeartificial

file to open. Adding a new systemcall for this purpose
mightbejustified,but every new systenrcall is generally
viewedwith suspicion.

Insteadof addinga new systemcall, a new instantia-
tion of akernelsocketwasmade.A new pseudo-IFRpro-
tocol wasdefined,which is accessedia a raw internet
domainsocket.Becausesocketsveredefinedto provide
anefficient mechanisnof moving streamsr packetof
datato andfrom the kernel,they areappropriateor the
taskof moving dataaboutpacketfiltering to a userap-
plication. In the caseof the IPFW socket,the datais
alwaysgeneratedby the kernel.

The raw IPFW socketprovides importantfunction-
ality in a standardinterfacewith which programmers
arefamiliar. The socketinterfacealsoprovidesfor zero
(or mary) readersof the data. An IPFW filter cansend
packetsor dataaboutpacketsit hasmatchedbackto a
userspacerogram,regardlesof thefinal dispositionof
the packet. The userspacerogrammay thenlog the
packet,or it might furtherprocessa rejectedpacket,in-
cluding re-insertionof a possiblymodifiedpacketback
into the networkvia araw IP socket.

High precisiontimestampsin the form of ati me-
spec structure,are available on packetsreadfrom the
kernelsocketjf theuserhasrequestethem.Thistimes-
tampis addedduring the logging operation so the user
applicationdoesnothaveto worry aboutgettinganaccu-
ratetimestampvhenit readghepacketdromthesocket.

IPFW useghesysct | systemcall to passnforma-
tion aboutfilter programsback and forth betweenthe
kernelanduserspacprogramssysct | isusedto copy
the filter programsinto the kernelasthey areinstalled.
It is alsousedfor gatheringstatisticsaboutthe IPFW fil-
tersinstalledon thecomputer Thesysct | interfaceis
anothemrxampleof aflexible programmingparadigm.It
provided a naturalexpressionof hierarchythatwaseas-
ily expandabledid notrequireartificial filesto openand
reusedanexisting kernelinterface.

5.4 Multiple Filtering Points

Oneof theuniquefeaturesf theBSD/OSIPFW sys-
tematthetimeit wasdesignedvastheinclusionof mul-
tiple filtering pointsin thekernel. The original BPF sys-
tem only allowed for tappingof packettraffic at each
physicalinterface. The BSD/OSIPFW systemprovides
five logical pointswherefilters may be installedin the
kernel.

Tablel listseachfiltering locationin thekernel.Each

Location | Modify? | DefaultAction
pre-input yes accept
input no reject
forward yes reject
pre-output| yes accept
output no reject

Tablel: IPFW Filtering Locations

filtering locationhasanassociatedefaultaction. When
afiltering locationhasat leastonefilter installed,if no
explicit dispositionfor a packetis providedby thefilter,
the defaultactionwill beappliedto thepacket.The pas-
sageof packetghroughthe variousfiltering locationsis
describedn detailin Section6 of this paper

5.5 StackableFilters

EachHfiltering pointin thekernelis actuallytheattach-
mentpointfor astackof filter programsFilter programs
caneasilybepushedntothestack poppedff thestack,
or insertednto the middle of the stackfor eachfiltering
point. Individualfilters eachhave a priority (a signed32
bit number)that determinesvherethe in the stackthe
filter is actuallyplaced. Multiple filters installedat the
samepriority, atthe samfiltering location,operateasa
traditionalstack.

Filters may also have a symbolictag to aid in their
identification,replacementor deletion.

5.6 Flexibility of Actions

After classifyinga packetaccordingo whateverrules
arein place,a packeffiltering systemhasto performan
operationon the packet. A simple packetfiltering sys-
tem hasjust two operations;‘accept”and“reject” The
BSD/OSIPFW systemhasthreeadditionaloperations.
Thel og actiontakesa specifiedamountof the packet
andcopiesit to the IPFW kernelsocket.Thecal | ac-
tion allows the currentpacketto be passedo a different
namedfilter for further processing. The next action
callsthe next filter in the stackof filters installedat the
currentfilter location. In addition, the BSD/OSIPFW
systemallows packetsto be modified explicitly by the
filter program,or asthe consequencef calling another
filter program.The classic'accept”’and“reject” actions
have beenextendedso they canalsooptionally log the
packetto the kernelsocket.

5.7 Filter Pool

In additionto the explicit filtering pointsin thekernel
a pool of filter programscan be installedinto the ker-



nel, not associateavith a particularfiltering point. This
allows commonfilter programsto be installedinto the
filter pool andthenbe referencedrom ary of the other
filters installedin the running system. Currently only
BPFbasedilters have the ability to call afilter from the
pool. Thefilter calledmay deletethe packetor returna
valueassociatedvith the packet. Typically this valueis
boolean. The calledfilter might alsobe usedto record
somestatethatcanlaterbeaccessed.

Unlike BPF programsit is possibleto createan in-
finite loop of calledfilters. Thereis no loop detection
in thefilter software,which could be considereda flaw.
Usersof the IPFW systemare obligatedto understand
theinteractiondbetweerall theirfilter programs.

5.8 Circuit Cache

Although BPFfilters themselesarestatelesshy us-
ing customcodedfilters, suchasthe circuit cache the
filters can accesssaved stateabouta connection. The
circuit cacheprovidesthe systenmwith two featuresThe
firstis theability of a BPFprogramto requesthecircuit
describedy apacketbeaddedo thecache A circuitis
definedasthe combinationof the sourceanddestination
addressesalong with the sourceand destinationports
for the upperlevel protocol,if relevant. The secondis
theability to passapacketo thecachédor it to determine
if thatsessiorhasbeenseenbefore. For example, TCP
packetscan be divided into “Initial SYN’" packetsand
“Established”packets. Initial SYN packetsare subject
to potentiallycomplicatedrulesto determinef the ses-
sionshouldbe allowed. If the packetis to be accepted,
it is passedo the circuit cacheaskingfor an entry to
be addedfor its circuit. Any Establishegacketis sim-
ply passedo the circuit cachefor query If the packet
doesnot matchan existing sessionijt is rejected. The
circuit cacheunderstandshe TCP protocol and when
cachingTCP circuitsit canoptionallymonitor FI N and
RST packetsandautomaticallyterminatea circuit when
the TCP sessioris shutdown. Circuits may also auto-
matically be timed out to reclaimkernelresourcesfter
a configurationperiodof inactivity.

5.9 Custom CodedFilters

While BPF-basedilters are the most flexible and
commonly usedfilters within the BSD/OS IPFW sys-
tem, they are not the only methodof defining a filter.
There are a variety of customcodedfilters available.
Customcodedfilters are C modulesthat are compiled
into thekernel. Thesetypically provide a very rigid set
of filtering capabilities. Somenon-BPFfilters included
with IPFW canbe usedto write traditional,rulesbased
filters. Thesenon-BPFfilters may not be ableto make

Network
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pre-input
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packet
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Figurel: IPFW Filtering Locations

useof theadwancedeaturesof IPFW dueto limitations
in their design.Severalexamplesof customcodedfilters
aredescribedn Sectionl0 of this paper

5.10 Transparent Proxying

IPFW’s ability to force ary packetto be deliveredto
the local computerallows for the creationof transpar
ent proxiesfor multiple services. An additionalsmall
changeto the TCP stackin BSD/OScomplementghis
ability. The SO.BI NDANY socketoption allows a pro-
gramto listenon a particularport, andbind to whatever
IP addresdor which the connectionrequestwas origi-
nally intended. This happengegardlessof whetherthe
IP addresss boundto oneof the computers interfaces.
This supportmakeswriting transparenproxiesstraight-
forward.

6 How it Works

IPFW operaten InternetProtocol(IP) packetshat
arereceved or sentby the computerrunningIPFW. In
generalthere are three types of packets: packetsthat
were sentto the computey packetghat were generated
by the computerandpacketgor which the computeris
actingasaforwarder

Whena packetarriveson the computer(the packetis
eithersentto this computeror this computetis forward-
ing the packet),the network driver copiesthat packet
into anmbuf. If thepackets anlP packetit is placedon
aqueueof IP packetdo beprocessethy thekernel. The
interfaceon which the packetarrivedis alsorecordedn
themhuf andcanberetrievedby ary calledIPFW filter.



The i p.i nput () routine in the kernel then de-
gueueghe packetperformssanitycheckson the packet
and determinesthe destinationfor the packet. If the
destinationis the local computey the kernelwill per
form packetreassembly IP packetsmay be broken
into smallerpackets(fragmented)f a networkelement
in the path betweenthe sourceand destinationis not
able to handlethe entire packetas a single datagram.
Finally, once the packetis complete,the kernel will
gueuethe packeton the correctIP protocolqueug(such
as TCP or UDP). Packetsthat are to be forwarded
are not re-assembled. These packetsare senton to
i p_forward() andeventuallyontoi p-out put ()
for transmissioro thedestination.

WhenlIPFW s used,i p-i nput () will call thepre-
input filter chain,if presentjust after performingbasic
sanity checks. This filtering is performedprior to de-
termining the destinationof the packet. Becausevery
little examinationof the packethasbeenperformedand
no extra stateaboutthe packetis storedin the kernel,
it is safefor the IPFW filter to modify the packetcon-
tents. It may even force a packetto be deliveredto
the local computerevenif the destinatioraddressioes
not matchthe addressof ary of the interfaceson the
computer The mostbasicmodificationis to deletethe
packet,which causes p_i nput () to stopprocessing
the packet. Allowing modificationof ary type at this
pointallowsfor variousspecialtyfilters suchasNAT and
packetreassemblyPacketreassemblganbe performed
explicitly by calling the “rewrite” namedfilter. Packet
reassemblys usefulsothatfollowingfilters will always
seecompletelP packetsandnot IP fragments.Theabil-
ity to modify the packetis the reasornthatthe pre-input
filter pointwasaddedto IPFW.

Onceary filtersonthepre-inpuffilter pointhave been
executedj p_i nput () continuesvith normalprocess-
ing, which is to determinghe destinatiorof the packet.
If the packetis to be deliveredlocally, thenprocessing
continuesnormally up until the point wherethe packet
would be queuedor anupperlevel protocol. The fully
formed packetis passedo the input filter chain. No
modification of the packetcontentsis allowed at this
point as significantsanity checkshave beenperformed
on the packet.The packetmaystill bedropped)ogged,
or bothdroppedandlogged.Oncethe packetcompletes
theinputfilter processingit is eitherdiscardedrejected)
or queuedor anupperlevel protocolasnormal.

Receved packetsthatare notto be deliveredlocally
areto beforwardedandarepassedoi p_f or war d() .
Thei p_f orwar d() routine determinesf the packet
canbeforwardedby thecomputer Thisdecisionis made
by ensuringarouteexistsfor thedestinatioraddressand

the packets time to live hasnot expired. The packet
is thenpassedo the forward filter chain. The forward
filters have accesdo the interfaceindexesfor both the
input and probableoutputinterfaces. It is possiblefor
theoutputinterfaceto changebetween p_f or war d()

and i p_out put (), though typically this is not the
case.Knowledgeof theinputandoutputinterfacegro-
vides assistancen filtering packetswith spoofedad-
dresses.The forward filter, like the pre-inputfilter, is
allowed to modify the packet. The main restrictionon
modificationsis that a forwardedpacketshouldnot be
modifiedinto a local packet. The packetshouldeither
still be destinedfor an external computerafter modi-
fication or it shouldbe deleted. Oncethe forward fil-

ter chain hasbeencalled the restof i p_f or war d()

is executedand eventually the packetis passedon to

i pout put ().

Packetspassedo i p_out put () areeitherlocally
generatedr beingforwardedthroughthis computer In
bothcasesi p_out put () verifiesthatarouteexistsfor
the destinationaddressand (re)determineghe destina-
tion interfacefor the packet.The pre-outpufilter chain
is thencalled. This filter, muchlike the pre-inpultfilter,
may modify the packet.In addition,it mayspecifya dif-
ferentIP addresgo be usedfor the next-hop routing of
this packet. This override of the next-hop routing desti-
nationis donethroughan out-of-bandmechanismThis
capability allows the pre-outpuffilter to actually deter
minewhichinterfacethe packetshouldbesentoutwhen
there are multiple possibleoutputinterfaces. If an IP
addressds provided via the out-of-bandmethod,or the
destinationlP addressnsidethe packetis changedthe
routing lookup is repeated.The pre-outpuffilter is not
calledasecondime.

For forwardedpacketsall filtering is now complete.
For packetsthat were locally generatedhe outputfil-
ter chainis calledimmediatelyafter the pre-outputfil-
ter. Like the input filter chain, the packetmay not be
modifiedby the outputfilter chain. Thei p_out put ()
routinewill eventually call the networkinterfaces out-
putroutine. If IPFW ratefiltering (asdiscussedn Sec-
tion 10)is beingusedthei p_r at eout put () routine
is actually called insteadof the interface$ outputrou-
tine. Thei p_rat eout put () routineis responsible
for eventualdelivery of the packetto the networkinter-
faceor droppingof the packet.

7 BPF LanguageOverview

The mostusedand mostflexible filter typein IPFW
is the BPFfilter. As mentionedearlier this type of fil-
ter usesthe BPF pseudo-machine.The BPF pseudo-
machinehasbeenenhancedor usewith IPFW. Only one



totally new BPF instructionwasaddedfor IPv4 packet
processingA new memorytype wasadded aswell as
the ability to modify the packetbeing processedIPv6
enhancementsave beenaddedandarediscussedtthe
endof this section.

Thenew BPFinstruction,CCC, enableghe calling of
a filter on the “call filter chain? While it might seem
that the acrorym standsfor “Call Call Chain] it was
actuallyderived from “Call Circuit Caché. The circuit
cachewasthe reasorfor the creationof the call chain.
The CCC instructionreturnsthe resultof the call in the
Aregister

Thenew memorytypeis calledROM andis anaddi-

tional memoryareato the original BPF memoryspaces.

The original memory spacesncludedthe packetcon-
tentsaswell asthe scratchmemoryarena. While thefirst
implementatiordid in fact storereadonly information,
thetermROM is now amisnomerasthe ROM locations
canbe modifiedby thefilter. This spacecalled“prom”

in the sourcecode,is usedto passancillaryinformation
in andout of the BPFfilter.

While the bpf filter () functiondoesnot have
ary innateknowledgeof the meaningof thesememory
locations,IPFW assignsneaningdo severallocations:

0 | PFWM_AUX An auxiliary return
value (for errors)

The index of the source
interface (if known)
The index of the
destination interface
(i f known)

The index of the
interface for return
packet s

The nbuf flags

Byt es of w apper that
preceeded this packet
What filter point was
used

New address to use for
routing to destination

1 | PFVWWM_SRA F

2 | PFWM_DSTI F

3 | PFWM_SRCRT

N

| PFWM_MFLAGS
| PFWM_EXTRA

a1

6 | PFWM_PO NT

7 | PFWM_DSTADDR

The BPFfilter is intelligent aboutsettingtheseval-
ues. As someof thesevalues,suchas| PFWWM.SRCRT,
canbeexpensveto calculatethefilter is examinedwhen
passednto thekernel. A bitmapis built of all ROM lo-
cationsreferencedy the programand only thoseloca-
tionsareinitialized.

In orderto supportthe ROM memoryspacethecall-
ing corvention of the bpf filter() function was
changedo pasgthreeadditionalparameters:

int32_t *prom /* ptr to ROM nenory */
int prom en; /* count of valid bytes */
/* in the nenory space */
int nodify; /* boolean to indicate */
/* whet her packet */
/* can be nodified */
/* by bpf_filter() */

All existing callsto bpf filter () weremodifiedto
passNULL, O, O for thesethreevalues.

IPFW hasbeenadaptedor usewith IPv6. Thiswork
wasimplementedwith the NRL versionof IPv6. More
recentrelease®f BSD/OSusethe KAME [IPv6 imple-
mentation.The changedo supportiPFWin the KAME
IPv6 stackhave notyetbeenwritten.

In orderto supportlPv6, several othernew enhance-
mentswere madeto the BPF pseudo-machineTriple
lengthinstructionswereadded A “classic” BPFinstruc-
tion is normally 64 bits in size: 16 bits of opcode two
8 bit jump fields, anda 32 bit immediatefield. A triple
lengthinstructionhas128 bits of additionalimmediate
data(the length of an IPv6 address). A new register,
Al128, wasalsoadded. The load, store,and jump in-
structionsnow have 128bit versions.The scratchmem-
ory locationshave beenexpandedto 128 bits, though
traditional programsonly usethe lower 32 bits of each
location. An instructionto zero out a scratchmemory
location (ZMEM) wasadded. BecauseBPF wasnot ex-
tendedto handle128bit arithmetic,a new jumpinstruc-
tion wascreatedthat allowed for the comparisorof the
A registerto a network addresssubjectto a netmask.
Thenetmaskmustbespecifiedasa CIDR stylenetmask,
specificallya countof the numberof significantbits in
thenetmask.

ROM locationsonly have 32 bit valuesandit is in the
ROM thata new destinationrouting addresss passed.
Currentlyit is not possibleto usethe next-hop routing
capabilitywith IPv6.

8 IPFW Filtering Language

Initially BPF filters were written in BPF assembly
with theaid of theC pre-processa(cpp). It wasthought
thatmary assemblyfragmentsvould be written for var-
ious needsandthat the final filter would include these
fragments. It was quickly determinedthis was not a
very userfriendly way of programmindilters. It yielded
opaqudfilters suchas:

/1 1P header length into X
ldx 4 * ([0] & Oxf)
/'l Protocol of packet



Id [9: 1]
/1 1s it UDP?
jeq #17 - L1
/1 Move ip length into A

Junp to L1 if not

t xa
/1 Add 8 bytes to skip UDP header
add #8
jm L3

L1:
/1 1s it TCP? Junp to L2 if not
jeq #6 - L2
/1 Load TCP flags into A
I d [x + 13 : 1]
/1 Jump to L11 if SYN bit is set
jset #2 L11 -
/1 1f SYNis not set, just accept it
ret # PBPF_ACCEPT

L11:
/1 Move ip length into A
t xa
/1 Add 20 bytes to skip TCP header
add #20
jmp L3

L2:
/1 Just nove ip header length into A
t xa

L3:

or #( | PBPF_AGCCEPT |
/'l Accept the packet
ret A

| PBPF_REPORT)
and report it

A new languagewvasclearly needed. Existingfilter-
ing languagesvereof little helpasthey wererulesbased
andnot programmatic.The ability to usethe program-
able featuresof BPF was a key designgoal of IPFW.
SinceBPFdoesnot allow reversejumps,thereis no fa-
cility for loop constructs. This resultsin two possible
constructs:a sequencef instructions,andif/then/else
clausesThelPFWfiltering languagevasdesignedvith
thisin mind. Thegeneraform of thelanguagses:

condi tion {

true action
} else {

fal se action

}

The falseactionis optionaland typically omittedin
normalfilter programs. Note that“if ” is implied. Ini-
tially “else” was also implied, however, this reduced
readabilitysoit wasaddedbackinto thelanguage.

In additionto this genericconstructthereis a block
statement,which is essentiallya seriesof “if ” and
“else if” statements.Thereis also a “case” statement
whichis similar, but notidentical,to a C “switch” state-
ment.

Most actionsare eitheranotherconstructor a termi-
natingcondition,suchas“accept”or “reject”

9 End-User’s Perspective

Fromtheend-uses perspectie, creatinga packefil-
ter involves writing a text file that containsthe filter,
compiling the filter from the commandine, andload-
ing thecompiledfilter into thekernelfrom thecommand
line. A usercouldcreatethefollowing sampléfilter in a
file calledf or war d:

#define SERVER 192.168.1. 10
#defi ne MAI LHOST 192. 168. 1. 15

switch ipprotocol {

case tcp:
/'l TCP packets should never cone in
/1 as fragments

ipfrag {
reject;
}
/1 TCP packets need at |east 20 bytes
iplen (<20) {
reject;
}
/1 W just accept established

// connections
established {
accept;
}
/1 Allowincomng services to
/1 some conputers
switch dstaddr {

case SERVER
dstport(ssh/tcp, telnet/tcp,
ftp/tcp, http/tcp) {
accept;
}
br eak;

case MAI LHOST:
dstport(sntp/tcp) {
accept;
}

br eak;

}

/1 Al other requests are rejected
/1 and | ogged to the kernel socket
reject[120];

br eak;

case udp:
/1 Accept non-first fragments
ipfrag & lipfirstfrag {
/1 But don’t allow fragmented
/1 UDP headers
i poffset(<8) {
reject;



}

accept;
}
/1 UDP packets need at
i plen(<8) {

reject;

| east 8 bytes

}

/1 W just
accept;

br eak;

accept all UDP packets

case icnp:
/1 W just
accept;
br eak;

accept all | CWMP packets

defaul t:
/1l W reject any other protocols
/1 and log themto the socket
reject[120];

The usercould then compile and load the filter on the
forwardlocationin thekernel:

# ipfwenp -o /tnp/ipfw forward forward
# ipfwforward -tag fwd-filt \\
-push /tnp/ipfw forward

If the userwantedto examinethe effectivenessof their
filter program they could:

# ipfw forward -stats
forward filter statistics:
3068169 packets rejected
3033113 reported
19496389 packets accepted
0 reported
14 errors while reporting
0 unknown di sposition

10 IPFW SpecialtyFilters

The fact that IPFW is a generalfiltering framavork
allowsvery specializedilters, writtenin C, to belinked
into thekernel. Someexamplesof thisareNAT, IP flow
monitoring, andratefiltering. SincelPFW filters have
the ability to call otherfilters, it is possibleto usean
IPFW filter to do the bulk of the work, but still usea
fast C-basedhashedookup schemeon a large pool of
addresses.

Ratefiltering providesamechanisnthatcontrolshow
quickly packetsare allowedto leave a computer Dif-
ferentclasse®f packetanbeassignedlifferentrates.
Eachclassof packetds determinedy anIPFW classi-
fication filter. For example,it is easyto createa class

for all outboundhttptraffic andassigra particularband-
width limit to it. Additional rate classescould be de-
finedfor otherprotocolsanddifferentbandwidthlimits
appliedto eachclass.

Protocolrate filtering is usedin conjunctionwith a
modifiedcircuit-cacheo imposearatelimit on individ-
ual remotehosts,ratherthanon a classof packetdeav-
ing a computer For example,a DNS sener may limit
the numberof requestshata particularclient canmake
in agiventime period.

The NAT filter providesIP addressand port transla-
tion servicedor TCP andUDP traffic. This transparent
filtering providesthe usualbenefitsof network address
translation.

Flow monitoringgathersiataon TCPandUDP traffic
betweertwo computers.A TCP flow is a TCP session,
while a UDP flow is a seriesof UDP packetghatshare
the samesourceand destinatioraddressand port. The
flow monitoringfacility providesdatasimilarto Cisco’s
NetFlowv implementation. This datais useful for net-
work capacityplanning as well as high level network
protocolanalysis.

11 RealWorld Examples

IPFW hasmary potentialusesfor aryonewho haslP
connectvity. Giventhe multitude of potentialfiltering
operationswvailable, it is instructive to seehow IPFWis
usedby threesampleinstallations.

11.1 HomeUser

The first sampleinstallationusesa small setof the
IPFW capabilities. This installation hastwo network
connectionspnevia a dialup modemusingPPR anda
secondconnectionvia an IDSL modem. The BSD/OS
computerrunningasarouteruseshe IPFW capabilities
to performthreedistincttasks.

Thefirst is the next-hoprouting of outgoingtraffic to
selectbetweenthe IDSL and PPPoutgoinginterfaces,
basednthesourceaddres®f thepacket.Theseconds
packetfiltering of inboundtraffic to the senerslocated
behindthefiltering computer Thelastis to provide NAT
servicesfor other client computersbehindthe filtering
computer

11.2 Shared Corporate Network

The secondsampleinstallation usesa larger set of
thelPFW capabilities.This installationhasonly oneup-
streanmconnectionput multipledifferentclientnetworks
behindthefiltering host. Thefiltering hostis alsoused



as a filtering gatevay betweenthe differentclient net-
works.

Thefiltering hosthasa forward filter that allows in-
bound accessfor a selectnumber of protocols, to a
rigidly definedlist of senerson thedifferentclient net-
works. This filter is rathercomplicated asit musttreat
eachof theclient networksattachedo thefiltering com-
puterwith a differentsetof filtering options, specified
for eachof theclients.

Thefiltering hosthasa pre-inpuffilter thatterminates
outboundhttp request®n thefiltering computey sothat
atransparenhttp cachecanoperatefor all the different
client networksbehindthis host. Thereis alsoaninput
filter in useto preventexternalusersirom connectingo
the http cache. The input location filtering is doneto
preventary inbound TCP connectiondrom ever being
establishedlirectly to the cachedaemon.

Thefiltering hostalsohasa setof ratefilters, to limit
how muchbandwidthcertainnetworkprotocols(for ex-
ample,nntp) areallowedto useat ary giventime. The
ratefiltering capabilityhasprovenvery usefulfor simu-
lating low-bandwidthlinks for testingduringdehugging
of networktools that must transferlarge quantitiesof
streaminginformation over long-haulnetworks. Some
of thesener computersehindthefiltering hostalsouse
ratefilters to limit the amountof outboundhttp traffic
thatmaybesent.Thisis usedto enforcebandwidthlim-
its to which the clientshave agreed.

Thefiltering hostalsohasa setof filtersin placeto fil-
terconnectiongrom the“nimda” wormfirst notedin au-
tumn2001. Thisworm attacksvebsenersandattempts
14 differentaccessegrobingfor known securityholes.
While noneof the senersat this location are vulnera-
ble to this worm, the attacksstill causea greathnumber
of extraneoudog entriesto bemadeon eachwebsener.
Therearesomary log entriesfrom theattackprobeghat
thenormallog entriesaredrownedoutin thenoiseof the
attackentries.

Threefilters areusedto combatthis worm. Thefirst
is the systemprovided, customfilter called “rewrite;’
which allows sendingRST packetgo oneendof a TCP
connection. The secondfilter is a custom,hand-coded
BPF assembilefilter thatis installedinto thefilter pool
with the name*“src_dstswap: This filter swapsthe
sourceanddestinationP addressem a packet,aswell
asthe sourceand destinationport addressesThe final
filter is anIPFWfilter thatexaminegheinterior of pack-
ets destinedfor the protectedclients’ web seners. If
the filter detectsthe “nimda” attack signatureafter the
TCPsessiorhasgonethroughthethree-wayhandshake,
thefilter callsthe“src_dstswap”filter andthencallsthe

“rewrite” filter. The “rewrite” filter sendsa TCP RST
packetto the internalweb sener, which will causeit to
teardown the just establishedl CP session. By reset-
ting the TCPconnectiorononly theprotectectlientweb
sener, but not thatof the attackingcomputeythe client
web sener’s kernelresourcesreimmediatelyfreedfor
reuse. The attackers kernelresourcesreintentionally
left occupied. By resettingthe TCP connectionbefore
ary datais sentto the web sener, no error messagés
loggedby web sener. This neatly solvesthe problem
of the extraneoudog messagesausedy the “nimda”
worm. It couldbetrivially enhancedo dealwith other
suchattacksin thefuture.

11.3 Corporate Firewall

The last sampleinstallationof the IPFW systemis
a specialpurposecorporatefirewall. A very successful
firewall hasbeenbuilt aroundthe IPFW systemto dy-
namically protecta groupof senersfrom maliciousdi-
alupusers.It usesthe IPFW kernelsocketandasimple
filter attheforwardlocationto readall TCPSYN packets
comingfrom alist of CIDR blocksthatrepresenthedi-
alupmodempools.A continuallyupdatediatabasef IP
addresseassignedo legitimate dialup usersis queried
to determindf the SYN packetshouldbeallowed. If the
packets permitted,acopyof thepackets sentoutadif-
ferentinterface to the senersto allow establishmenof
the client’s TCP session.Other non-TCPpacketfilter-
ing is alsodoneon thesefirewalls usingregular packet
matchingandfiltering.

12 Futur e Enhancementso IPFW

There are alwaysample possibilitiesfor expanding
useful software systems,and IPFW is no exception.
Under consideratiorare structuraladditionsas well as
changeso makelPFW moreaccessibléo alargernum-
berof people.

Allow loadablekernel modulesto implement“Cus-
tom CodedFilters” This would allow for the speedof
a native implementationof a comple filter, while pre-
servingthe ability to reconfigurehefiltering systemon
thefly.

Implement an in-kernel filter compiler that takes
BPF programsas input and generatesa native (non-
interpretedyersionof thedownloadedBPFfilter for ex-
ecution.

On-demandogging would makeit easierto detug
filters. Thiswould alsoallow the assessmerdf the cost
andbenefitsof makingcertainsystemchanges.

IPFW supportheedgo beaddedbackinto theKAME
IPv6 protocolstack.The IPv6 supportneedgo be com-



pleted,so that next-hop routing canbe usedwith 1Pv6
addresses.

Expansionof the protocol throttling support. This
would allow limiting the numberof responsefor a par
ticular protocolandprovide anothemethodfor prevent-
ing denialof serviceattacks.

While theprogrammabl@atureof IPFW makest ex-
tremely flexible, programmingis not a strengthof all
systemadministratorsThis lack of programmingexpe-
riencemeanghat somefilters areinefficientandothers
donottakefull adwantageof IPFW featuresA graphical
userinterfacecouldaddressheseissues.

13 Conclusions

The IPFW framewnork has proven to be extremely
flexible. It hasbeenusedfor purposesever dreamed
of in the original design.This is oftenthe hallmarkof a
goodbasicdesign.

IPFW hasa completeframavork for packetfiltering
services. It hasbeenextendedsereral times sincethe
originalimplementatiorbut hasneverneededo becom-
pletelyredesigned.

IPFW is very reliable. It hasbeendeployedin ap-
plicationsthathave passederabytesf informationbe-
tweenreboots. Machinesexecuting IPFW filters have
uptimesin excessof oneyear even after multiple filter
changesndupdatesiuringthattime period.

Appropriatedocumentatioris crucial to wide accep-
tanceof a new technology While the IPFW systemhas
beenavailable for several yearsand hasmary power
ful andusefulfeaturesjts acceptancéasbeenslow be-
causeof incompleteandopaquedocumentation.

14 Availability

Additional documentation, as well as some of
the filters describedin this paper is available at
http://ww. pi X. net/software/ipfw .
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Notes

LEventhoughFreeBSDs ipfirewall is oftenreferred
to asi pf wit is unrelatedo the BSD/OSIPFW system,
exceptin name.

ZIn orderto changethe filter, onewould have to re-
compilethekernelandrebootthecomputemwith thenew
kernel.

3When work on coding IPFW started, the author
searchedor the BPF assemblethat was describedin
the original BPF paper After learningthatno actualas-
semblerwas ever written, a standalondBPF assembler
waswrittenfor IPFW.

1A languagesimilar to the IPFW filtering lan-
guagewvasindependentlglevelopedfor the AscendGRF
router While the GRF usedBSD/OSasthe basisof its
embeddedperatingsystem,the GRF filtering system
wasindependentlyleveloped.
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